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The world of computer administrators is unique and varied. With positions that appeal to everyone from technical introverts to adrenalin junkies, it’s not surprising that more than three quarters of a million of U.S. workers fall into the computer administrator category. 

Who Are Computer Administrators? 
Computer administrators are not always easily identified by their business cards. Each year the SAGE Salary Survey polls people on a number of demographics, including their titles. More than 2,000 people responded, and their titles contained 400 different words, with “systems” (and its brethren) leading the way. Other popular words included administrator, engineer, network, senior, technical, manager, analyst, IT, UNIX, specialist and support. It’s easy to see that the positions touch a lot of different facets of running a business or other institution. 

Computer administrators include those who identify themselves as systems administrators (SysAdmins), database administrators, network administrators and computer security specialists of all sorts. Some employment communities even lump help-desk folks into the computer-administrator rubric. 

Demographically, computer administrators tend to be male, though not as much as 10 years ago. They range in age from the youngest employees to the oldest, though 45 percent are under 30 years of age. Some positions are seen as entry level, from which professionals are promoted into other positions. Computer administrators are, by necessity, found in every corner of the computer-using world, as the fact is that computers do not maintain themselves. Even well-behaved systems occasionally need tender loving care. 

Often, outsiders lump computer administrators into a sort of mental category associated with interchangeable, low-level menial technicians, but that characterization is wildly inaccurate. Although some more junior administrators don’t share the skill level of their mentors with 30 years in the field, one need look no further than the ruins of the World Trade Center to learn that companies with good computer administrators lost not one bit of data—not even a single real-time stock transaction—even when their main corporate data center was reduced to ashes. Skillfully architected data centers were designed to shift the workload to off-site systems in the event of trouble. 

Computer administrators have the distinction of being among the highest-leverage employees in many companies. When the main network or server is unavailable, companies often come to a standstill, losing revenue while idling along at the same spending rate. American Airlines once suggested that a 24-hour outage of their reservations system for any reason would bankrupt the company. Establishments of all sizes utterly depend on computers and the computers’ keepers to keep their organizations running. It is easy to see why computer administration is among the most rewarding of careers and perhaps the highest-leverage position outside of a company’s executive management. 

What Do Computer Administrators Actually Do All Day? 
The tasks performed by computer administrators vary widely both in scope across administrators and for any given person on a daily basis. Everyone knows that computer administrators somehow make “backups” and install networks, but this is just the tip of the iceberg. 

Many computer administrators on the front lines are “interrupt-driven”—new emergencies and must-do tasks appear with frightful regularity, often at the rate of more than a dozen per hour, every hour, all day, every day. By necessity, these are often short tasks such as resetting a password, starting a workstation reinstall or rebooting a recalcitrant desktop. Server room administrators find tasks that might be more challenging: repairing a Web server that stopped for no apparent reason, maintaining security in light of a threat announced just an hour ago and perhaps studying the specifications of another few terabytes of network-attached storage that must be deployed by the end of the month. 

Some administrators work behind the front lines on tasks that take more time (e.g., designing a global system network architecture that won’t lose a transaction when one data center is incinerated). 

These folks perform a number of activities: 

· They architect technical specifications: How can we centralize our storage so it is reliable, available and secure? How can we keep our global network available all but five minutes per year? How can we spend even less money than we spent last year while doubling the services we provide? 

· They create technical policies to keep the organization on track (e.g., all software purchases must be monitored so that licensing compliance can be tracked automatically) 

· They monitor legal issues (e.g., keeping track of all the data required to ensure that HIPAA, Sarbanes-Oxley and the like are all verifiable and auditable in real-time). 

· They audit, act, react and plan (e.g., why have our help-desk calls increased 10 percent since we installed the XRibit package?) on how to stay on the curves of ever-increasing storage, ever-increasing connectivity and ever-increasing demands for exploiting the growth.

The key, though, is variety: No two days are ever the same. New requirements, new problems, new products and new emergencies make for a kaleidoscope of actual tasks all lumped into the vision “maintaining our computer systems.” Furthermore, administrators might never have encountered today’s new problem. They require a special meta-skill that differentiates the average admins from the rest. They must be able to figure out the etymology of a new problem and its solution without any specific training on that problem. Imagine a barrage of puzzles being fired at you from all angles all day, even when you’re walking down the hallway, and you’ll get an idea of what an experienced administrator’s life is like. 

What Skills Do Computer Administrators Require? 
The members of the administrative community are not unified at all as to what skills an administrator might have. They argue about college degrees, programming skills, vendor-specific skills, various technical tools, meta-skills and everything else. 

The hope that the employer community might help is a vain one: Employers want admins to have the skills to run that employer’s hardware and software systems today and with no extra training. Thus, job postings for computer administrators typically ask for years and years of experience on hardware and software products X, Y and Z, even if product Z has only been on the market for six months. 

When the employer purchases a new piece of hardware or software, it goes on the list. Likewise, when some functionality is phased out, it goes off the list. Because so few sites are identical, this makes for real problems in enumerating skills for administrators. 

Different levels of administrators require different depths and breadths of skills. For example, help desk workers who primarily service desktop customers in a university environment end up being very familiar with the pitfalls of Windows, security, privacy and networking. On the other hand, higher-level architects of large networking and storage layouts require intimate knowledge of the interactions at the system level among all the various components of their systems. 

It is this knowledge of the big picture that makes these folks so special: The huge number of interactions and their style can be incredibly complex and sometimes quite counterintuitive. 

The majority in the middle are the front-line administrators. Some know how to create scripts or programs to automate their tasks. Those who don’t might end up performing certain frequent requests by hand, over and over. Of course, administrators who can repair a broken database just by putting their head next to the disk drive and listening to it are worth their weight in gold, whether or not they can program. 

What about college degrees? Some of the best and most famous administrators have no college degree. Others have degrees in relatively unrelated areas (e.g., Stanford’s Chief Security Officer has a degree in soil science). This trend is changing as the availability of computer science degrees has grown over the past decade along with the knowledge of computer administration as a profession. 

Regrettably, few traditional universities offer a bachelor’s degree in computer administration. (Michigan Tech is a notable exception.) The SAT folks run a Web site where they discuss college majors and point out, “This major most often leads to the associate’s degree.” 

The computer science departments of the more elite four-year universities often look down their noses at system administration. The field does not lend itself to the kind of publishable academic research that universities use for academic promotion, and thus it finds itself either ignored or else relegated to technical schools or, in a new trend, to the IT instructional department of the business school. These new departments or divisions are filling the gap left by computer science departments too often more concerned with provability of a theorem than whether or not a system can stay up for more than 24 hours in a row. 

The varieties of classroom-based and virtual technical schools, most of which are for-profit institutions, have recognized this dearth of education (often referred to as “training”) and offer courses and associate’s degree programs to address students’ needs. 

Quality varies widely as do depth and breadth. Furthermore, their goal is too often “customer satisfaction” rather than the imparting of knowledge. This frequently has a negative impact on education. 

Counterintuitively, computer administration requires more than just technical skills. People skills are very important in a large number of administrator positions because it is people that report and deal with stubborn computers, and it is the people who evaluate the solution. 

More senior positions require other non-computer skills: budgeting, people management (one of the more important career advancement paths), business modeling, writing and making presentations. 

What About Specialization? 
The question of specialization is a tricky one. Few administrators are total generalists. Many, though, can span two, three or even four of the big five topics (database, security, servers, desktops and networks). Larger companies do employ very specialized administrators who spend their entire days on one vendor’s brand of routers for international traffic. None of the specialists, though, are immune to the continuing education discussion below. 

Furthermore, choosing the wrong specialty (e.g., COBOL, line printers or modems) can lead to very extensive re-education when that technology becomes obsolete for whatever reason. 

What Certifications Are Available? 
Given the dearth of universities offering credentials for computer administrators, the certification industry has stepped in to fill the gap. Hundreds, perhaps thousands, of certifications are available to demonstrate various computer skills. These range, for instance, from a certification in Word Perfect (check out www.planetlearn.com) all the way up to Cisco’s highly coveted Cisco Certified Internetwork Expert (CCIE). Some are comprehensive, but most resemble merit badges earned one-by-one as skills are acquired and demonstrated. 

Certification programs are often profit centers for vendors and thus sometimes confuse their goals. They can become vehicles for selling training and recruiting more candidates for certification rather than actually giving some sort of assurance to a potential employer that the candidate possesses one set of skills or another. 

The past few years have seen an awakening in the employment world that many certifications are not as valuable as one might have initially believed. That being said, certifications for computer administrators do tend to be vendor-specific (even vendor-independent certifications offered for Linux are geared only toward Linux, as opposed to computer administration in general). This dovetails nicely with what employers desire, but it probably is not the best thing for the profession as a whole. 

How Do Administrators Continue Their Education? 
The field of computers moves so quickly that keeping up with the latest trend is difficult and potentially expensive. Dozens of trade magazines, a double handful of popular Web sites, e-mail discussion lists and local user groups are just a few of the ways administrators keep up with new products, new solutions and new approaches. By way of example, security administrators can augment their security skills by consulting the white papers in the Reading Room at www.sans.org, which sports more than 1,500 white papers in 71 categories. 

The folks at SAGE use their salary survey to poll administrators about the amount of time they use for continuing education. They ask, “How many hours per week (on average) do you spend in keeping your knowledge of systems administration up to date?’’ and augment the question with the advice to count time “reading trade papers, Internet news sites, SAGE and other industry mail, vendor materials, etc., whether you read at home, at work or elsewhere.’’ 

How much weekly time do admins spend according to that survey? The median (50 percent above, 50 percent below) is seven hours per week. The mean is 9.2 hours/week. That’s almost a year-round quarter-time job. Three-quarters of the respondents average one hour a day or more in the technical literature, every single day. That’s a lot of continuing education. 

Administrators also attend both vendor and non-vendor training events in addition to the occasional conference. Budgets in the past few years have put a real crunch on conferences, though. 

What Advancement Activities Are Available? 
Computer administrators have a number of levels of both salary and title within their own ranks. A small number of folks advance to the terminal position of senior administrator where their salary approaches or achieves the six-digit range. 

Those who want to continue ever higher up the career ladder (and that is by no means everyone) can move into people management, including both administrators or others, and ultimately into positions such as CIO, which requires breadth and depth in both their specific business and also business administration, or chief technical officer (CTO), which requires technical depth in addition to business knowledge. Occasionally, entrepreneurs start their own companies in the software or administration world, but this is fairly rare. 

Fundamentally, the computer administration career is a source of endless technical and occasionally not-so-technical challenge and reward, both emotionally and financially. 

According to the SAGE Salary Survey, entry-level positions pay just over $40,000 annually while five-year veterans make more than $55,000 per year. Those in the field at least 10 years have widespread salaries, with the mean in the upper $80,000 range. All-in-all, pretty good money! 

The computer administration field teems with challenges of all sorts at all levels. It requires a knack for computers and often dealing with people. Continuing education is de rigueur as are good salaries. Many folks think it’s the best career on Earth. 
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